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Raise Your Hand if ...




The Digital Roadmap...
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Goals for Today ...

Awareness }




Wwinat NOT 0 o ..
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Are we staying ahead, keeping up,
or lagging behind?

e Many adults are referred to as digital immigrants,
because they have known a time when current
technologies didn't exist.

Digital Immigrant : A person who has not grown up with
digital technology, such as smartphones, social media, and
the Internet, but has adopted it later.



Digital Citizenship and Responsibility

Citizenship in any given country grants
you both rights and responsibilities...

Digital Citizenship is no different, you
have the right to view, create, and
post using a digital forum but with
that comes the responsibility of doing
so in a respectful and responsible
way.







Unfortunately, as
compared to being
offline, one’s digital
reputation may be
formed by a much
less representative
and much less fair
set of content.

MIND
NARROWS
AHEAD

- R. Sabella, PhD



Harvard Rescinds Acceptances for At Least Ten Students for
Obscene Memes

By HAMNAH MATANSOMN, CRIMSON STAFFWRITER  June 5, 2017
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MOST READ
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HARYMARD COLLESE

After discovering the existence and contents of an explicit group chat Harvard administrators revoked admissions offers
to at least ten prospectve members of the Class of 2021, I@ MEGAN M. ROSS

Harvard College rescinded admissions offers to at least ten prospective members of the
Class of 2021 after the students traded sexmally explicit memes and messages that

sometimes targeted minority gsroups in a private Facebook group chat.



Cyber Risks include...

e Social Media Cyberbullying and Harassment

e Sexual Solicitation/Unwanted Exposure to Sexual Content
e Sexting

e Posting Private Information Online

e Online Gaming

e Online Chat/Forums

e Video Streaming

e Challenges: Tide Pod, Blue Whale, Choking Challenge

e Cyberaddiction



Current Statistics

e Cyberbullying — 4% to 72%
e Sexting — 4% to 24%
e Sexual Solicitation - 9% to 20%

Source: Center for Technology Innovation (2016)



Measures to safeguard youth
from online risks, include...

e educating youth about potential risks
e attempting to teach appropriate online behaviors

e monitoring youth through in-person supervision or
online technologies/software such as:

My Social Sitter K9 Web Protection
Net Nanny Circle by Disney
Open DNS Qustodio

Norton Avira Social Network Protection



The importance of knowing and monitoring...







Advice for Parents

View at a Glance...
v the number of minutes and messages their

children are using
v  who they are calling and texting
v  what apps they are using and for how long

Set Limits...

v" for data usage as well as time of day limits (For
example: no texting while Iin class or in bed at
night)



f Advice for Parents: Facebook

Be aware of links to other accounts 39 i ?
Look at all info and photos '
Check spelling

Look at friends... Look at parents accounts too!
How many friends do they have?

Be aware of Messenger and Secret Message

Friends 1,322
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BE AN UPSTANDER! _!

STAND UP FOR VICTIMS.




Upstander Phrases

o Friends don’t treat each other that way.

o I need a friend that will treat me kindly. %
e Not cool! —~
e Knock it off or Cut it out or Stop it.

way.

o I like the way I look.
e That was not funny.
o I can take a joke, but what you said was not funny—

Source : Assertive Phrases for STANding Up to Bullying | Signe Whitson. http://signewhitson.com/tips-strategies/assertive-
phrases-for-standing-up-to-bullying/



Keep a
Positive
digital reputation
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Online choices
have offline

Once 1t's out
You can’t get it
back!



Once it's out there ...

You get
it back!



Online info can have a life of its own ...



I Promi'selto

" Tmmediately wgpewric suspicious activity to
a trusted adult.

" Post only pesiciva personal information
about me or my friends online.

" Be kinel to others online even when I feel
angry.
" Never, ever meet with anyone. I¢ve talked

to online without my p@ﬁ@@@s/g@ardl@mg




R Promi'selto

" Treat my password like my GCoochorus,
don’t let anyone use 1it.

0 Newe Egolyy to an abusive message because it
only fuels a bully. Instead, I will keep a
record of abusive materials. (emails,
photos, chat transcripts) and use them to
report to my parents and the authorities.

JIElRe & Stemel against others whé=hurt [(that

0 adiels Befieone & @li@k@lﬁr;J










Be online
only in a
Positive Way




Stand up
against
cyberbullying
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@ Follow the

“rules of th




In Summary...
What do our youth need to know?

e How to choose reliable online sources
e How to be a responsible member of a digital online community
e Importance of responsible and sensitive online communicati
e Importance of displaying empathy, respect, and kind
e How to practice safe digital communication
e How online communication affects privacy

e How to respond when a witness to ir
behavior






http://www.safely.com/wp-content/uploads/2013/02/Safely_Mobile_Phone_Contract_for_Parents_and_Kids.pdf

GuardingKids.com

Home Resources & Downloads Parents About Workshop Inquiry Book
cyberbullying resources safety reputation social networking support reports sexting
Bullying monitoring research facebook parents privacy events training (9) texting (5) gaming (4 suicide

T

Wednesday, April 27, 2016 Subscribe via email

Enter your email address:

Your Bullied Child or Teen: A Parent
Empowerment Guide

Subscribe

Delivered by FeedBurner

&

This video accompanies a booklet with the same title. This Booklet and additional resources are available
at hitp/'embraceci

Popular Posts

+ Head this before giving kids an
iPod touch




@ common
SEHS_F.! We rate, educate, and advocate for kids, families, and schools Search our site n
media

Reviews Top Picks Best Apps & Games Videos Blogs Education Advocacy About Us

Screen Time More Topics

Setting screen-time limits -- and helping kids moderate their own
habits -- are all about finding the right balance for your family's needs
and lifestyle. We offer advice for creating a realistic schedule, setting
age-appropriate guidelines on TV time, finding the first websites for
young kids to use, handling violent media, and managing kids' cell
phone use.

® 27 FAQs B 127 Articles Q12
Videos

Explore Questions by Age < Preschoolers (2-4) | Little Kids (5-7) | BigKids(8-9) = Tweens(10-12) | Teens(13+) @ Most Popular

Most Popular Questions f Y3 P =S @


https://www.commonsensemedia.org/
https://www.commonsensemedia.org/
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e | i GOOD DIGITAL PARENTING

1 TALK WITH YOUR KIDS
- Stay calm
Talk early and often
Be open and direct
2) EDUCATE YOURSELF
- Search online for anything you don't understand
- Try out the apps, games, and sites yourself
- Explore the GDP tips and resources
3) USE PARENTAL CONTROLS
- Activate the safety settings in your operating system, search engine, and games
- Use the parental controls on your children’s phones, tablets, and game consoles
2 - Monitor your kids’" use and their screen time
4) SET GROUND RULES AND APPLY SANCTIONS
- Agree and sign a family safety contract
- Set time and place limits for their tech use
- Enforce sanctions when necessary
5) FRIEND AND FOLLOW BUT DON'T STALK
- Friend your kids on social media
- Respect their online space and don't over do it
- Encourage your kids to create a good digital reputation
6) EXPLORE, SHARE, AND CELEBRATE
- Go online with your kids and explore their online world
@ - Take advantage of new ways of communicating
- Learn from them and have fun
7)) BE A GOOD DIGITAL ROLE MODEL
- Curb your own bad digital habits
- Know when to unplug

- Show your kids how to collaborate and create online



https://www.fosi.org/good-digital-parenting/seven-steps-good-digital-parenting/

Together, we can ...

Help Kids Be Safe and Secure
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