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Are we staying ahead, keeping up,                   
or lagging behind?

• Many adults are referred to as digital immigrants, 
because they have known a time when current 
technologies didn’t exist.

Digital Immigrant : A person who has not grown up with 
digital technology, such as smartphones, social media, and 
the Internet, but has adopted it later. 



Digital Citizenship and Responsibility

Citizenship in any given country grants 
you both rights and responsibilities…

Digital Citizenship is no different, you 
have the right to view, create, and 
post using a digital forum but with 
that comes the responsibility of doing 
so in a respectful and responsible 
way.





Unfortunately, as 
compared to being 
offline, one’s digital 
reputation may be 
formed by a much 
less representative
and much less fair
set of content. 

- R. Sabella, PhD





Cyber Risks include…
• Social Media Cyberbullying and Harassment
• Sexual Solicitation/Unwanted Exposure to Sexual Content
• Sexting
• Posting Private Information Online
• Online Gaming
• Online Chat/Forums
• Video Streaming
• Challenges: Tide Pod, Blue Whale, Choking Challenge
• Cyberaddiction



Current Statistics
• Cyberbullying – 4% to 72%
• Sexting – 4% to 24%
• Sexual Solicitation - 9% to 20%

Source: Center for Technology Innovation (2016)



Measures to safeguard youth 
from online risks, include…
• educating youth about potential risks
• attempting to teach appropriate online behaviors
• monitoring youth through in-person supervision or 

online technologies/software such as:
My Social Sitter K9 Web Protection
Net Nanny Circle by Disney
Open DNS Qustodio
Norton Avira Social Network Protection



The importance of knowing and monitoring…








Advice for Parents: Facebook

• Be aware of links to other accounts
• Look at all info and photos
• Check spelling
• Look at friends… Look at parents accounts too!
• How many friends do they have?
• Be aware of Messenger and Secret Message 



Rules of the Road
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Upstander Phrases
• Friends don’t treat each other that way.
• I  need a friend that w ill treat me kindly.
• Not cool!
• Knock it off  or Cut it out or Stop it.
• I  don’t want to be treated that way.
• I  like the way I  look.
• That was not funny.
• I  can take a joke, but what you said was not funny—it was 

mean.
• That’s bullying.

Source: Assertive Phrases for STANding Up to Bullying | Signe Whitson. http://signewhitson.com/tips-strategies/assertive-
phrases-for-standing-up-to-bullying/









Once it’s out there … 





 Immediately suspicious activity to 
a trusted adult.
 Post only personal information 
about me or my friends online.
 Be to others online even when I feel 
angry.
 Never, ever meet with anyone I've talked 
to online without my .



 Treat my password like my , 
don’t let anyone use it.

to an abusive message because it 
only fuels a bully. Instead, I will keep a 
record of abusive materials (emails, 
photos, chat transcripts) and use them to 
report to my parents and the authorities.

against others who hurt (that 
is, bullies). 







Be online
only in a
Positive Way



Stand up
against
cyberbullying



Follow the                 
“rules of the road”



In Summary…
What do our youth need to know?

• How to choose reliable online sources
• How to be a responsible member of a digital online community 
• Importance of responsible and sensitive online communication
• Importance of displaying empathy, respect, and kindness 
• How to practice safe digital communication
• How online communication affects privacy and security
• How to respond when a witness to irresponsible online 

behavior



http://www.safely.com/wp-content/uploads/2013/02/Safely_Mobile_Phone_Contract_for_Parents_and_Kids.pdf




https://www.commonsensemedia.org/

https://www.commonsensemedia.org/
https://www.commonsensemedia.org/


https://www.fosi.org/good-digital-parenting/seven-steps-good-digital-parenting/


Together, we can … 
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